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ABSTRACT 
 

We stand at the confluence of two technological revolutions: quantum computing and the cloud. Their fusion has created 
Quantum Cloud Computing (QCC), a remarkable new paradigm that is prying open the doors to the quantum realm for 
scientists, developers, and pioneers around the globe. This review tells the story of QCC, exploring its current landscape 
from the ground up. We'll journey through the fascinating world of quantum hardware, from superconducting circuits 
chilled to temperatures colder than deep space to individual atoms trapped by lasers. We'll navigate the complex software 
stacks and emerging service models, like Quantum-Function-as-a-Service (QFaaS), that make this power accessible. We 
then turn to the thrilling applications taking shape in chemistry, finance, and artificial intelligence. However, this journey 
is not without its dragons. We will confront the immense challenges of the current Noisy Intermediate-Scale Quantum 
(NISQ) era—the delicate nature of qubits, the disruptive chatter of system noise, and the profound security questions that 
arise when delegating computations to the cloud. Finally, we'll cast our eyes to the horizon, charting the future directions 
for this field, from tightly-knit hybrid systems to the grand vision of a globe-spanning Quantum Internet. While the 
ultimate promise of quantum computing is still unfolding, this review shows how the cloud has become the essential 
vessel for this incredible voyage of discovery. 

Keywords: Quantum Computing, Cloud Computing, Quantum Cloud Computing, NISQ, Hybrid Quantum-Classical Systems, 
Quantum Security, Quantum Internet, Quantum Resource Management, Quantum Serverless. 

 

INTRODUCTION 

For decades, two parallel stories of innovation have been 

reshaping our world. In one, scientists have been delving 

into the bizarre and wonderful world of quantum 

mechanics, learning to harness its rules to build a new 

kind of computer—one that promises to solve problems 

far beyond the reach of any machine we know today 

[134]. At the heart of this revolution is the qubit, a 

fundamental unit of information that, unlike a classical 

bit, can be both 0 and 1 at the same time (superposition) 

and can be mysteriously linked to other qubits in a 

phenomenon called entanglement. With these strange 

powers, quantum algorithms like Shor's for code-

breaking [171] and Grover's for searching [64] promise 

to rewrite the rulebook of computation. 

In the other story, a revolution of access and scale was 

taking place. Cloud computing emerged, transforming 

the digital landscape from a world of siloed, privately-

owned servers into a global utility [17, 18]. Suddenly, 

immense computational power was available on-

demand, democratizing technology and fueling an 

explosion of innovation. 

Today, these two stories have converged. The result is 

Quantum Cloud Computing (QCC), a model where the 

world's most advanced, expensive, and delicate quantum 

computers are made available to anyone with an internet 

connection [100, 176]. This isn't just a convenience; it's a 

necessity. Building and maintaining a quantum computer 

is a monumental undertaking, requiring specialized 

environments and expertise that few possess [163]. The 

cloud removes this barrier, allowing us to enter the Noisy 

Intermediate-Scale Quantum (NISQ) era [150]. This is our 

current reality: quantum processors with tens to hundreds 

of qubits that are powerful but imperfect, like finely-tuned 

but temperamental instruments. The cloud is the grand 

concert hall where we can learn to play them—to 

benchmark their performance [158], compose new 

techniques to manage their noise [26], and conduct the 

first real-world experiments that could one day change 

everything [93]. 

This review provides a guided tour of that concert hall. We 

will explore the QCC ecosystem in its entirety, from the 

foundational concepts to the far-flung future, providing a 

map for anyone, from quantum physicists to cloud 

engineers, who wants to understand and participate in this 
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incredible journey. 

2. METHODS 

To assess the current state and future trajectory of 

Quantum Cloud Computing, this review employed a 

systematic survey of the technological landscape. The 

methodology involved a comprehensive analysis of the 

constituent components of the QCC ecosystem, from 

physical hardware to user-facing software platforms and 

service models. This survey forms the basis for 

identifying the key results (open problems) and 

discussing their implications. The methods of this review 

are broken down into the following areas of 

investigation: 

● Survey of Core Architectures and Platforms: We 

investigated the foundational technologies that enable 

QCC. This included a detailed tour of the primary 

Hardware Modalities (the "Hardware Menagerie"), such 

as superconducting qubits, trapped ions, photons, and 

neutral atoms, to understand their operating principles 

and trade-offs [37]. We then mapped the ecosystem of 

Gatekeepers—the major cloud platforms and direct 

hardware providers like IBM Quantum, Amazon Braket, 

and Microsoft Azure Quantum [78, 61, 125]. Finally, we 

analyzed the critical Software Stack, including 

programming languages (Qiskit, Cirq) and the complex 

compilers that bridge the gap between abstract algorithms 

and physical hardware [85, 101]. 

● Analysis of Emerging Service Models: We examined 

the evolution of service delivery in QCC, analyzing how 

models from classical cloud computing are being adapted 

for the quantum realm. This included a review of Quantum 

Computing as a Service (QCaaS) [132], the crucial 

paradigm of Hybrid Quantum-Classical Computing [14, 

91], and the forward-looking Quantum Serverless (QFaaS) 

model that promises to abstract away infrastructure 

complexity [51, 132]. 

● Cataloging of Key Applications and Use Cases: To 

understand the practical impact of QCC, we cataloged the 

primary application domains where it is being actively 

used. This involved reviewing seminal and recent work in 

Quantum Chemistry and Materials Science [9, 24, 138], 

Quantum Machine Learning (QML) [74, 139], Finance [70, 

140], Optimization [47], and Cryptography (specifically 

Quantum Random Number Generation) [77, 98]. 

By systematically reviewing these areas, we constructed a 

holistic picture of the state-of-the-art, which allows for a 

structured presentation of the field's primary challenges 

and opportunities. 

Table 1: Representative Quantum Hardware Vendors with Cloud Access (as of early 2024) 

This table summarizes the diverse hardware landscape accessible via the cloud, highlighting the different technological 

approaches and scales. 

Hardware 

Vendor 

QPU 

Technolog

y 

Max Qubit 

Count 

Qubit 

Topology 

Key 

Supported 

SDKs 

Direct 

Cloud 

External 

Cloud 

Access 

IBM 

Quantum 

[78] 

Supercond

ucting 

1121 Partially 

Connected 

Qiskit Yes Yes 

Google 

[62] 

Supercond

ucting 

54 Partially 

Connected 

Cirq Yes No 

IonQ [84] Trapped 

Ion 

36 Fully 

Connected 

Qiskit, 

Cirq, 

Braket, Q# 

Yes Yes 

Quantinu

um [154] 

Trapped 

Ion 

32 Fully 

Connected 

tket, 

lambeq 

No Yes 

Rigetti 

[91] 

Supercond

ucting 

84 Partially 

Connected 

Quil Yes Yes 

D-Wave 

[179] 

Quantum 

Annealing 

~5000 Partially 

Connected 

Ocean Yes Yes 
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Pasqal 

[141] 

Neutral 

Atom 

100 Partially 

Connected 

Pulser Yes Yes 

QuEra 

[155] 

Neutral 

Atom 

256 Partially 

Connected 

Braket 

SDK 

No Yes 

Xanadu 

[198] 

Photonics 24 Partially 

Connected 

PennyLane Yes No 

Atom 

Computin

g [32] 

Neutral 

Atom 

1180 Partially 

Connected 

TBD Coming 

Soon 

Coming 

Soon 

 

Table 2: Key Applications of Quantum Cloud Computing 

This table highlights seminal and representative works demonstrating the use of QCC across different domains. 

Category Representative Work Highlights 

Quantum Chemistry O'Malley et al. (Google) [138] Calculated the ground-state 

energy of the hydrogen 

molecule using a cloud-based 

superconducting processor. 

 Kandala et al. (IBM) [90] Simulated molecules up to 

BeH₂ using a 6-qubit device, 

demonstrating a hardware-

efficient VQE algorithm. 

Quantum Machine Learning Gomez et al. [58] Proposed AutoQML, a cloud-

based framework to 

automatically search for 

optimal quantum circuit 

architectures using a qGAN. 

 Fadli et al. [45] Developed a hybrid QML 

model using a Quantum 

Integrated Cloud Architecture 

(QICA) for aerospace 

applications. 

Cryptography (QRNG) Huang et al. [77] Integrated four different types 

of quantum random number 

generators on Alibaba Cloud 

for enhanced security. 

 Kumar et al. [98] Demonstrated a device-

independent quantum 

random number generator on 
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the IBM Quantum platform. 

Finance & Optimization Herman et al. [70] Reviewed applications of 

quantum computing for 

finance, including risk analysis 

and optimization, accessible 

via cloud. 

Security & Privacy Azzaoui et al. [44] Proposed a blockchain-based 

delegated quantum cloud 

architecture to enhance 

security for medical data 

processing. 

 enhance security for medical data processing. 

3. Results: Open Problems and Grand Challenges 

The systematic review of the QCC landscape reveals a 

field brimming with potential but also confronting 

significant and multifaceted challenges. These findings, 

or "results" of our survey, represent the key open 

problems that must be solved to unlock the next era of 

quantum computing. 

3.1. Hardware and NISQ-Era Limitations 

The most fundamental challenges originate from the 

physical hardware itself. Today's quantum processors 

are powerful but deeply flawed instruments. 

● The Problem of Noise and Decoherence: Our 

review confirms that environmental noise, which causes 

qubits to lose their quantum state (decoherence) and 

introduces errors, remains the single most significant 

barrier of the NISQ era [3, 26]. 

● Scalability and Connectivity Constraints: While 

qubit counts are rising [51, 80], our analysis shows that 

scaling is hampered by the difficulty of maintaining 

quality and, crucially, by the limited connectivity 

between qubits on a chip, which necessitates error-prone 

SWAP operations. 

● Crosstalk as a Major Error Source: We find that as 

qubit density increases, crosstalk—the unintentional 

interaction between neighboring qubits—emerges as a 

critical and growing source of correlated errors that 

threatens the fidelity of multi-qubit operations [68, 166]. 

● The Lack of Standardized Benchmarks: The 

survey reveals a "benchmarking dilemma." Simple 

metrics like qubit count are insufficient, and while more 

holistic measures like Quantum Volume (QV) exist, there 

is no universally accepted standard, making direct 

comparison of different hardware platforms difficult and 

progress hard to quantify [158, 189]. 

3.2. Software, Architecture, and Resource 

Management Challenges 

The software layer faces the immense task of 

compensating for the hardware's imperfections. 

● Inefficient Resource Management: Our findings 

indicate that the management of precious quantum 

resources is a major open problem. This includes the 

difficulty of resource estimation before a job runs [178, 

85], the complexity of fair and efficient scheduling in a 

shared cloud environment [156, 157], and the need for 

advanced techniques like multi-programming to improve 

hardware utilization [35, 107]. 

● Sub-Optimal Compilation: The review highlights 

that the performance of an algorithm is critically 

dependent on the quality of the hardware-aware 

compilation, which remains a highly challenging task in 

optimizing for noise and connectivity [101]. 

● Ecosystem Fragmentation: A key result of our 

survey is the identification of a "Tower of Babel" problem. 

The lack of standardization across provider-specific 

software stacks and APIs creates vendor lock-in and 

significantly hinders the development of a portable, robust 

quantum software ecosystem [92, 167]. 

3.3. Security, Privacy, and Verification Challenges 

The delegation of computation to the cloud introduces 

profound security risks. 

● The Confidentiality Gap: While protocols for Blind 

Quantum Computing (BQC) exist in theory to protect user 

privacy, our review finds they have a high resource 

overhead that makes them impractical for most near-term 

applications on NISQ devices [15, 49, 2, 50]. 

● The Verification Problem: A significant finding is 

the challenge of trust. It is difficult for a user to verify that 

a result from the cloud was genuinely produced by a 

quantum computer and is correct. While verification 

protocols are an active area of research [53, 121], they are 

often complex, and it has been shown that classical 

systems can sometimes "forge" quantum-like results, 

undermining trust [88, 201]. 
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● Platform Vulnerabilities: The shared nature of the 

cloud creates unique attack vectors. Our analysis points 

to the potential for side-channel attacks via crosstalk and 

the need for hardware-level authentication mechanisms 

like QuPUFs to ensure platform integrity [146, 68]. 

3.4. The Distributed Computing Frontier 

The ultimate vision for scaling faces its own set of grand 

challenges. 

● The Quantum Internet Hurdle: Our review 

confirms that the vision of a distributed quantum 

computer is entirely dependent on the creation of a 

Quantum Internet, a monumental scientific and 

engineering challenge that requires breakthroughs in 

quantum repeaters and networking protocols [194, 19, 

173]. 

● The Complexity of Distributed Coordination: Even 

with a Quantum Internet, the problem of coordinating a 

computation across a network of QPUs and managing 

distributed entanglement resources is an open and 

profoundly complex frontier [20, 36, 29]. 

4. DISCUSSION 

The results of our review paint a clear picture: Quantum 

Cloud Computing is a vibrant and rapidly advancing field, 

but its path forward requires navigating the significant 

challenges identified above. In this section, we discuss 

the implications of these findings and explore the most 

promising future directions for research and 

development. 

4.1. The Power of the Hybrid: Tightly Integrated 

Systems 

The limitations of NISQ hardware strongly suggest that 

for the foreseeable future, the most impactful 

applications will be hybrid, leveraging the strengths of 

both quantum and classical processors [14]. The 

discussion, therefore, must center on how to make this 

partnership more effective. The future lies in building 

seamless, low-latency platforms where the quantum-

classical dance is perfectly choreographed [91]. 

The emergence of Quantum Serverless (QFaaS) is a direct 

and powerful response to this need [132]. As our results 

show, managing hybrid workflows is complex. The 

serverless philosophy, by abstracting away the 

underlying infrastructure, allows developers to focus on 

the application logic itself, composing powerful solutions 

from libraries of quantum and classical functions [63, 

203]. This will be key to making hybrid quantum 

computing practical for a wider audience. Furthermore, 

as QML matures, the field will need to adopt the 

engineering discipline of QMLOps [86, 96], creating 

robust pipelines for training, deploying, and monitoring 

these hybrid models at scale. 

4.2. From Centralized Clouds to a Global Quantum 

Internet 

The challenge of scaling individual QPUs points toward a 

long-term future in distributed computing. The grand 

vision of a Quantum Internet is not just about 

communication; it's about creating a global computational 

fabric [34, 117]. This network could enable paradigms that 

are impossible today, such as federated quantum learning, 

where AI models are trained across distributed data 

sources without compromising privacy [169]. The 

monumental task of building this network, including the 

development of a full quantum network protocol stack, 

represents one of the most important and ambitious 

research frontiers for the next decade [83, 21]. 

4.3. The Quest for a Common Language: 

Standardization 

The fragmentation of the QCC ecosystem, a key finding of 

our review, is a significant impediment to progress. The 

discussion must emphasize the urgent need for 

standardization. The community should rally around 

developing powerful middleware that can serve as a 

universal translator, allowing code to be written once and 

run efficiently on any quantum backend [48]. This would 

break down the current walled gardens and foster a more 

competitive and innovative software market. 

Similarly, we must establish an "honest scorecard" for the 

hardware itself. The development of fair, comprehensive, 

and community-driven benchmarks is essential. This is the 

only way to move beyond marketing metrics and provide 

the clear, objective data needed to guide user decisions 

and drive meaningful technological progress [158, 189]. 

4.4. Conclusion 

Quantum Cloud Computing has done something 

remarkable. It has taken one of the most complex and 

esoteric technologies ever conceived by humanity and 

turned it into an accessible resource, a global laboratory 

for innovation. It is the engine of the NISQ era, the 

indispensable tool that is allowing a generation of 

scientists and engineers to explore the frontiers of 

computation [13, 176]. We are already seeing the first 

fruits of this new era: tantalizing results in the simulation 

of molecules, new approaches to optimization, and the 

first steps toward a true quantum-powered artificial 

intelligence [200]. 

But our journey has just begun. The road ahead is long, and 

the challenges are immense. The fundamental fragility of 

today's quantum hardware is a constant battle, a fight that 

will require new breakthroughs in physics and 

engineering [37]. In parallel, we must continue to co-

design the incredibly sophisticated software needed to 

control these machines and protect them from the 

shadows of the cloud [101]. The future will be hybrid, built 

on the seamless integration of quantum and classical 

power, and eventually, it will be distributed, woven into 

the fabric of a new Quantum Internet. While the day of a 

true, fault-tolerant quantum computer may still be over 

the horizon [72], the Quantum Cloud Computing model is 

the vessel that will carry us there. It is the crucible where 
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the challenges of today will be forged into the revolutions 

of tomorrow. 
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